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Design principles

* Composability
* Dynamicity
* Automation
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Composability

* “Can we make it like LEGO® ?”

* DHCPv4 + |Pv6 LL for switch
addressing
* Local DHCP pools for infra!

* OSPF single-area O

* Address plan allows for <= 200
L3 switches




Dynamicity

Robust L2 port config
e *-guard, storm-control

Deployment maps

* Preplanned
* Dynamically updated
* Barcode asset tracking

2 types of cfg changes
”quick and easy” - all
* “advanced” - limited

Logging and alerting!
* Webex bots!

Find  |Add: [add | Edit [3560CX v META: [‘save | [switch ] elsanz ADMIN [logout] w

................

.................

switchport

switchport access vlan {Vlan}
switchport mode access
switchport nonegotiate
switchport port-security maximum 160
switchport port-security

switchport port-security aging time 20
no logging event link-status

no logging event power-inline-status
load-interval 30

ipv6é nd raguard

ipv6é dhcp guard

ipve traffic-filter SEC in
storm-control broadcast level pps 2k
storm-control multicast level pps 2k
cdp enable

spanning-tree portfast

spanning-tree portfast edge
spanning-tree bpduguard enable
spanning-tree link-type point-to-point
1ldp transmit

1ldp receive

no shutdown
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Automation

* Open Source

* Netbox, syslog-ng,
git, Ansible,
LibreNMS,
Grafana, ...

* Bespoke
* Rust, Python

* Cisco & industry

 XDR, AI RRM,
NetApp, Catalyst
Center, Intersight,
ThousandEyes, ...

Cisco {l Vf/

Assets

Switches

Ports

Wireless

Logged in as elsanz [ Log Out ]
[ 7c335be89/Postgres ] (your address 10.100.240.82)

Templates Maps Monitoring

Al-Enhanced RRM Algorithms

RF Data

RF Data

Network Infra

[DX cisco DNA Center

Assurance and Automation

Catalyst 9800 Controller

Al-Based
Data and Events

RRM Control
Center Populated

Decisions configured

Find: [n01 & Ja & ] \Wave 2and 11 ax AP via Cisco DNA Automation
Total matches: 198
L e
Holx007  soe7s  SOKL3A 10.202.1.1 O:template:Unit 1 SER1-21 SW 20 = ®
g oo 120211 ssh O:template:Unit . ;
Exceptional Al-Enhanced
Hoix008  so710  CONE 1020221 ssh O:Unit 2 SER1-19 SW19 @ Wireless Experience!
Hotxo09  so711 oKL 1020231 ssh O:Unit 3 SER1-14 SW35
COK-L3A- "
HO1-X010 0657 10.202.4.1 h O:Unit 4 SERI-12 SW22 §ie+>
17.09.04a s UIDENMS @ 0ver Bomics @ s & s @ts Bios X o © © o
HoLxo1l  soso1 LA 1020251  ssh O:UnitS SER1-23SW23€ , ..
Lo ==
HoLX012  soess oL 1020261  ssh O:Unit6 SER1-22 Sw2e D i n =
COK-L3A- i ” ¢
HOLX013  S0696 LA 10.202.7.1 O:Unit 7 SER1-20 SW34 . ]
HO1-X014  S0689 10.202.8.1 O:Unit 8 SER 117 SW25
3 exec leve. ermina. v a
HO1-X015 HJEM privilege exec level 5 show parameter-map type subscriber attribute-to-service all v o oo
privilege exec level 5 show parameter-map type subscriber attribute-to-service
UL L Ll privilege exec level 5 show parameter-map type subscriber n =]
IV orivilege exec level 1 show lacp sys-id S -
privilege exec level 1 show lacp
HO1-X082 M privilege exec level 1 show spanning-tree summary = - —
exec level 1 show spanning-tree >—r' netbox mosecs - [
HOLX0SS  jSusss xec level 5 show file systems .
HOL-X084  S0884 exec level 5 show file B2 organization Devices
exec level 1 show subsys
HO1-X085 S0885 exec level 15 show tech-support unprivileged £ Devices v resuts @) Fiers @)
exec level 15 show tech-support
HO1-X086 0873

HO01-X087

HO1-X{

HO1-X(

Yl privilege

xec level
exec level

Suggested Actions (5)

1 show etherchannel load-balance
1 show etherchannel summary

Catalyst Center and HO1-045-50093.c twork

il Catalyst Center

Event Analytcs - Preview

36K 2/3: 23K evens

Reachability Transitions

s

1.9k 2/3:666 cvents 935 ovents 984 events

0 events

urance | Dashboards

36K events

Issues and Events

+dd

* import

syslog-ng

open source edition

2 admin ~

Excort




