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In the beginning

• 1997 – First DNSSEC RFCs
• 2005 – RFC 4034 and 4035
• 2010 – Root zone signed with KSK-2010
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Promises…

“Each RZ KSK will be scheduled to be rolled over through a key
ceremony as required, or after 5 years of operation.”

– ICANN, somewhen
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Getting on with it

• March and April 2013 – Community and public consultation
• 2014, 2015, 2016 – Planning time
• June 2016 – Plans published
• October 27th 2016 – KSK-2017 generated
• February 3rd 2017 – Added to PowerDNS Recursor
• June 11th 2017 – KSK-2017 added to the root
• October 11th 2017 – Planned “production date”
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Holding our breath
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Holding our breath
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What happened?

• Around 7 percent of resolvers only had KSK-2010
• RFC 8145 “Trust Anchor Signalling” (April 2017)
• Didn’t show the whole story
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Reboot

• October 2017 - January 2018 – Discussions
• January 2018 – Consensus that the roll should take place
• March - April 2018 – Public consulation
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For real!

Roll announced for October 11th 2018
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Two weeks ago
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Now what?

• No one knows!
• September 15th 2018 – ICANN will announce decision
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Thanks!
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Resources

https://www.icann.org/resources/pages/ksk-rollover
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