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Daan Keuper 

• Security researcher at Computest 

• Followed the Kerckhoffs security master 

• Currently working on car hacking 

• Won Pwn2Own by hacking the iPhone 

• Member of the Eindbazen CTF team
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• ~35% of all new cars were internet connected 
in 2015 

• These cars will be on the road until ~2030! 

• Experts estimate that in 2020 almost all new 
cars will come with internet connectivity 

But, even without internet, your car is probably 
already a lot more connected than you might think

Connected cars
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• There is no authentication, encryption etc 

• Once you’re on the bus, you can send/

impersonate whatever/whoever you want 

• So, theoretically: if you are on the bus, 

you control the car

CAN bus protocol



• Difficult to know what controls what 

• The original device will send contradicting 
messages 

• Car's tend to choose for the safest option 

• Some systems won’t operate above a 
certain speed 

• More importantly: most cars have 
separated busses

However…
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• There is no clock signal, so high chance on 
collisions 

• 0 is dominant (this is because lower ID’s 

represent higher priority) 

• Other device will pick up the transmission error 

and wait 

• 32 errors: passive state 

• 128 errors: go offline 

• So an attacker can create an effective DoS

Collisions



• In practise: if an attacker can send 

arbitrary CAN messages, he or she 

controls everything on that bus 

• The gateway is software, which of course 

might contain vulnerabilities 

• Conclusion: you don’t want to give an 

attacker CAN bus access :)

Preliminary conclusions
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• Key fob 

• TPMS 

• ODB-II (telematics) 

• IVI system: 

• Cellular 

• Wi-Fi 

• Bluetooth 

• USB 

• Vehicle-to-Vehicle (DSRC)

Attack surface



• The new hotwiring 

• Cryptographic attack: 

• e.g. Megamos Crypto key fobs: 296 

reduced to 256 or even 237 

• Physical attack to exposed CAN bus lines 

• Relay against keyless entry/start 

• Vulnerabilities could allow CAN bus access

Key fob







• Legally required on all cars 

• Close range 

• Radio signals, but Bluetooth is also used 

• Broadcast every 60-90 seconds 

• Spoofed packages can shutdown the 

engine, or force it into “limp mode”  

• Vulnerabilities could allow CAN bus access

TPMS



• Legally required on all cars 

• Used for diagnostic purposes 

• Connected to the CAN bus 

• Direct access to all rings 

• Growing market for telematics dongles 
(insurance companies, lease contractors etc) 

• Typically have cellular connection

ODB-II



• By far the largest attack surface: 

• Cellular 

• Wi-Fi 

• Bluetooth 

• Audio decoding 

• RDS/TMC etc 

• Browsers 

• etc…

IVI system









• A remote attack 

• Requires no user interaction 

• From here, work up our way to the high-

speed CAN bus

Research Goals
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• Remote access to the IVI system 

• GPS location 

• Control speakers/screen 

• Activate microphone 

• IVI system is shared between models 

• Remote works sometimes 

• USB always works

Impact



• Getting it right is hard 

• There are benefits from having an 

(internet) connected car 

• We don’t want to/can stop this 

• It is also logical that cars have an internal 

network, which include brakes, steering 

etc.

Conclusions



• It is all software; security vulnerabilities 

will always be a risk 

• Most cars don’t have an over-the-air 

update mechanism 

•  We can fix this for the car of tomorrow 

• But what about all current cars on the 

road? They will still be here in 15 years

However



Thank you for listening

dkeuper@computest.nl




