
Experiences	  from	  the	  dawn	  of	  
the	  Internet	  



ARPANET	  July	  1976	  

I	  was	  here	  at	  the	  Naval	  
Undersea	  Center	  (NUC)	  



The	  state	  of	  things	  in	  1976	  
•  it	  was	  before	  cell	  phones	  
•  it	  was	  the	  “mainframe	  era”	  
•  before	  the	  IBM-‐PC,	  or	  any	  PCs	  
–  some	  hobbyists	  had	  IMSAI	  or	  Altair	  micro-‐computers.	  	  	  

•  TCP	  sPll	  being	  developed	  and	  tested	  
•  Unix	  version	  6	  (before	  BSD	  and	  any	  other	  variants)	  
•  No	  domain	  names	  or	  DNS	  
•  No	  email	  
•  No	  ethernet	  



The	  state	  of	  things	  in	  1976	  

•  FrustraPon	  with	  the	  “mainframe	  priesthood”	  
– users	  wanted	  more	  control	  and	  access	  

•  1975	  –	  “Computer	  Lib”	  and	  “Dream	  
Machines”	  published	  
– envisioned	  things	  like	  “Hypertext”	  



The	  state	  of	  things	  in	  1976	  
ARPANET	  

•  Protocol:	  	  NCP	  (Network	  Control	  Program)	  
–  8	  bit	  addresses	  

•  2	  bits	  for	  host	  part,	  6	  bits	  for	  IMP	  number	  
•  in	  that	  era,	  computers	  were	  expensive	  mainframes	  and	  nobody	  

could	  envision	  a	  site	  with	  more	  than	  4	  computers.	  
•  My	  IMP	  was	  node	  #3	  

–  addresses	  separaPon	  used	  a	  “/”	  
–  our	  address	  was	  0/3,	  which	  could	  be	  shortened	  to	  just	  “3”.	  
–  Later,	  our	  IP	  address	  became	  10.0.0.3.	  	  (Class	  A	  -‐	  no	  CIDR)	  

•  One	  used	  the	  “BBN	  1822	  protocol”	  to	  connect	  a	  host	  to	  an	  
IMP.	  
–  interfaces	  types	  were	  “LH”,	  “DH”,	  or	  “VDH”	  

•  Circuits	  between	  IMPs	  were	  50	  Kb/s	  wideband	  analog	  
modems	  
–  very	  large:	  you	  could	  fit	  2	  of	  them	  in	  a	  rack	  



The	  front	  panel	  from	  IMP	  #3	  
BBN	  Model	  C/30	  
	  
San	  Diego,	  2012	  

Boot	  from	  casseee	  tape	  



ConnecPng	  your	  terminal	  
•  Terminal	  IMP	  (TIP)	  –	  serial	  

connecPon	  to	  IMP	  for	  
terminals	  (teletype)	  

•  110	  or	  300	  baud	  modem	  for	  
remote	  access	  (later	  1200)	  

•  Later	  called	  Terminal	  Access	  
Controller	  (TAC)	  

•  Centralized	  authenPcaPon	  
used	  a	  newly	  invented	  
protocol	  “TACACS”	  

•  You	  were	  sent	  a	  “TAC	  card”	  
in	  the	  mail	  with	  your	  
userid/password.	  

ASR33	  TTY	  



TransiPon	  from	  NCP	  to	  TCP:	  
There	  was	  a	  plan	  



TransiPon	  to	  TCP/IP	  
•  There	  was	  a	  published	  plan	  
•  Both	  protocols	  supported	  during	  transiPon	  
•  There	  was	  a	  deadline:	  Jan	  1,	  1983	  

–  NCP	  was	  turned	  off	  
•  OrganizaPons	  were	  highly	  moPvated	  to	  transiPon	  

–  Lessons	  learned	  to	  apply	  to	  IPv6	  transiPon?	  
•  New	  era:	  	  “packet	  switching”	  

–  no	  longer	  needed	  to	  connect	  host	  directly	  to	  IMP	  
–  network	  of	  networks	  à	  Internet	  
–  Router:	  enable	  forwarding	  on	  Unix,	  run	  “routed”	  or	  
“gated”	  using	  EGP	  (precursor	  to	  BGP)	  

–  Ethernet:	  yellow	  cable	  and	  vampire	  taps	  
•  Most	  exciPng	  test:	  	  “telnet	  ucl”,	  get	  login	  prompt	  



Tracking	  names	  and	  addresses	  
•  All	  computer	  names	  and	  IP	  addresses	  were	  kept	  
in	  the	  “hosts	  file”	  
– HOSTS.TXT	  
–  one	  would	  have	  to	  download	  it	  from	  the	  NIC	  using	  
FTP	  every	  so	  olen	  

•  Soon,	  all	  the	  good	  names	  were	  taken	  and	  
conflicts	  started,	  so	  there	  was	  a	  need	  to	  have	  
mulPple	  name	  spaces	  (domains)	  
– DNS	  was	  born	  (specified	  1983,	  BIND	  in	  1984)	  

•  my	  email	  address	  changed	  from	  ron@nosc-‐cc	  to	  
ron@nosc.mil	  



Our	  first	  security	  incident	  
August	  1983	  

•  Password	  guessing	  
from	  UCLA	  over	  the	  
ARPANET	  

•  No	  longer	  a	  friendly	  
research	  
playground	  where	  
you	  trusted	  
everyone.	  

•  Everyone	  needed	  
to	  start	  locking	  
their	  doors.	  

TRS-‐80	  

NOSC	  



Early	  security	  references	  

•  The	  “Orange	  book”	  (1985)	  
– “Trusted	  Computer	  Systems”	  
– part	  of	  the	  “Rainbow	  series”.	  



more	  on	  security	  
•  AddiPonal	  notable	  incidents	  
– Morris	  Worm	  (Nov	  2,	  1988)	  
–  El	  Griton	  (1995)	  

•  FighPng	  back:	  
–  “hack	  back”	  



Sharing	  with	  Friends	  
•  Connected	  neighboring	  UniversiPes	  via	  Serial	  Line	  
Internet	  Protocol	  (SLIP).	  	  This	  was	  before	  PPP	  
existed.	  	  Examples:	  
– UCSD	  via	  2.4Kb	  dialup	  modem	  
– Univ	  of	  Hawaii	  (9.6Kb	  across	  Pacific	  Ocean	  to	  Hawaii,	  
then	  SLIP	  over	  dialup	  to	  Honolulu)	  

•  We	  provided	  authoritaPve	  DNS	  for	  numerous	  
large	  domains.	  

•  This	  all	  changed	  aler	  NSFNet	  arrived	  (1988)	  and	  
connecPons	  were	  more	  generally	  available.	  

•  1992	  –	  Internet	  becomes	  mainstream	  



Summary	  

•  Birth	  of	  the	  Internet	  led	  to	  many	  subsequent	  
innovaPons	  

•  MulPple	  transiPons	  along	  the	  way	  
–  From	  NCP	  to	  TCP	  
–  From	  circuit	  switching	  to	  packet	  switching	  
–  From	  open	  and	  friendly	  research	  environment	  to	  
something	  needing	  protecPons	  

–  From	  government	  to	  commercial	  
•  History	  can	  help	  explain	  why	  things	  are	  they	  way	  
they	  are,	  and	  can	  provide	  valuable	  lessons.	  



END	  

Contact:	  ron@nosc.mil	  


