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dnsop

Internet-Draft

Intended status: Informational
Expires: May 19, 2015

Client Subnet in DNS Requests

edns-client-subnet
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C. Contavalli

W. van der Gaast
Google

D. Lawrence

Akamai Technologies
W. Kumari

Google

November 15, 2014

draft-ietf-dnsop-edns-client-subnet-00

Abstract

This draft defines an EDNSO extension to carry information about the
network that originated a DNS query, and the network for which the

subsequent reply can be cached.
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Domain Name System Operations (dnsop) Working Group S. Bortzmeyer
Internet-Draft AFNIC
Intended status: Experimental August 1, 2015

Expires: February 2, 2016

DNS query name minimisation to improve privacy
draft-ietf-dnsop-gqname-minimisation-05

Sending the full QNAME to the authoritative name server 1is a
tradition, not a protocol requirement.

The idea i1s to minimise the amount of data sent from the DNS resolver
to the authoritative name server.
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Internet Engineering Task Force (IETF) S. Bortzmeyer
Request for Comments: 7626 AFNIC
Category: Informational August 2015

ISSN: 2070-1721
DNS Privacy Considerations
Abstract
This document describes the privacy issues associated with the use of

the DNS by Internet users. It is intended to be an analysis of the
present situation and does not prescribe solutions.
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Network Working Group A. Hubert
Request for Comments: 5452 Netherlabs Computer Consulting BV.
Updates: 2181 R. van Mook
Category: Standards Track Equinix

January 2009

Measures for Making DNS More Resilient against Forged Answers
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DNSOP Working Group

INTERNET-DRAFT
<draft-vixie-dnsext-dns0x20-00.txt>
Intended Status: Full Standard
Creation Date: March 17, 2008

P. Vixie, ISC
D. Dagon, GaTech

Use of Bit 0x20 in DNS Labels
to Improve Transaction Identity
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INTERNET-DRAFT Donald Eastlake
Intended Status: Proposed Standard Huawei
Mark Andrews

ISC

Expires: January 31, 2016 August 1, 2015

Domain Name System (DNS) Cookies
<draft-ietf-dnsop-cookies-05.txt>

Abstract

DNS cookies are a lightweight DNS transaction security mechanism that
provides limited protection to DNS servers and clients against a
variety of increasingly common denial-of-service and amplification /
forgery or cache poisoning attacks by off-path attackers. DNS Cookies
are tolerant of NAT, NAT-PT, and anycast and can be incrementally
deployed.
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Total number of DNSSEC delegations in the .NL zone: 2438506
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