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BGPalerter

BGPalerter is a tool for analyzing streams of eBGP data
* We developed it for monitoring NTT prefixes

* hijacks, visibility loss, unexpected changes of configuration

* We released it open-source (BSD-3-Clause)
* https://qgithub.com/nttgin/BGPalerter

* |t works in real time

* It's easy to use
* Includes auto configuration

* No data collection needed
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Motivations

 Monitoring the correctness of BGP is a fundamental activity
for any actor operating on the public Internet

- Monitoring BGP is not only useful for identifying hijacks
committed by other ASes, but especially for timely identifying
what your AS is doing. E.g.

- ldentify a prefix you were not supposed to announce

- Identify a loss of visibility due to a wrong just-deployed configuration
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Motivations

* In an Internet composed of thousands of network players,
with different levels of automation and expertise, providing
free and easy to use tools for monitoring the correctness of

BGP is a key operation in improving the stability of the global
Internet
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What you can monitor

 Any of your prefixes loses visibility.

 Any of your prefixes is hijacked.

 Your AS is announcing RPKI invalid prefixes.

» Your AS is announcing prefixes not covered by a ROAs.

 Your AS is announcing a new prefix that was never announced
before.

* One of the AS path used to reach your prefix matches a specific
condition defined by you (regular expression).
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Example of BGPalerter notification

visibility
The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers.

visibility
The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible
from 4 peers.

hijack
A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562

hijack

A new prefix 2a00:5884:ffff:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45

hijack

The prefix 2a00:5884::/32 (alarig fix test) is announced by AS15563 instead of
AS204092, and AS45

newprefix
Possible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by
. AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test).
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Setup
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Software to monitor streams of BGP
data. Pre-configured for real-time
detection of visibility loss, RPKI invalid
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0 Readme
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Setup

Latest release

© v1.26.0
-O- e890275

Compare ~

v1.26.0

& massimocandela released this 2 days ago

[features]

Introduced proxy support.
Introduced volume parameter. It allows to specify a directory that will be used by BGPalerter for reading/writing all needed files.

Introduced persistStatus parameter. If set to true, when BGPalerter is restarted the list of alerts already sent is recovered. This
avoids duplicated alerts. #103.

Introduced reportTelegram.
Added the possibility to specify an external file for as VRPs list for monitorRPKI.
Added UDP support on reportSyslog.

~ Assets 5

@ bgpalerter-linux-x64 61.4 MB
@ bgpalerter-macos-x64 61.5 MB
@ bgpalerter-win-x64.exe 57.4 MB

[2) source code (zip)

[?) Source code (tar.gz)



Setup

 Download and run. That’s all.

wget https://github.com/nttgin/BGPalerter/releases/latest/
download/bgpalerter-linux-x64

chmod +x bgpalerter-linux-x64

./bgpalerter-linux-x64
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Setup - auto-configuration

BGPalerter, version: 1.24.0 environment: production
Loaded config: /Users/massimocandela/Documents/work/BGPalerter/config.yml

? The file prefixes.yml cannot be loaded. Do you want to auto-configure BGPalerter?
Yes

? Which Autonomous System(s) you want to monitor? (comma-separated, e.g. 2914,3333)
2914

? Are there sub-prefixes delegated to other ASes? (e.g. sub-prefixes announced by
customers) Yes

? Do you want to be notified when your AS is announcing a new prefix? Yes
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Run!

BGPalerter, version: 1.26.0 environment: production
Loaded config: /home/bgpalerter/production/config.yml
Monitoring 165.254.225.0/24

Monitoring 165.254.255.0/24

Monitoring 192.147.168.0/24

Monitoring AS2914

* The auto-configuration runs only the first time

* |f your prefixes are not covered by ROAs, a warning will ask you to review
prefixes.yml by hand
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Report on file
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Reports

 Alerts are automatically bundled/throttled
At the moment alerts can be delivered to:

* Files, Email, Slack, Alerta dashboard, Kafka, Syslog, Webex,
Mattermost, Telegram, Pushover, any HTTP end-point

» Users groups allow to deliver alerts about specific resources, or about specific
types of issue, to specific set of users/targets

 Also the BGP messages can be sent to files, another monitoring system, or
database
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Report by email

The prefix 165.254.255.0/24 (Job) is announced by AS2914 instead of AS15562

DETAILS:

Monitored prefix: 165.254.255.0/24

Prefix Description: Job

Usually announced by: AS15562

Event type: basic-hijack-detection
Now announced by: AS2914

Now announced with: 165.254.255.0/24

When event started: 2019-08-15 ©09:10:05 UTC

Last event: 2019-08-15 ©09:10:05 UTC
Detected by peers: 1
See in BGPlay: https://stat.ripe.net/widget

/baplay#w.resource=165.254.255.0/24&w. ignoreReannouncements=true&
w.starttime=1565859905&w.endtime=1565860205&
w.rrcs=e,1,2,5,6,7,10,11,13,14,15,16,18, 20&w. type=bap

BGPalerter | NLNOG2020



Report on Slack

visibility
The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers.

visibility
The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible
from 4 peers.

hijack

A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562

hijack

A new prefix 2a00:5884:ffff:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45

hijack

The prefix 2a00:5884::/32 (alarig fix test) is announced by AS15563 instead of
AS204092, and AS45

newprefix
Possible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by
AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test).

—t. .
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A Dashboard for BGPalerter

@0®® /jera x \WR Dev
—
€& - C M [ localhost:8081/#/alerts?status=open&environment=Production Qo =

alerta Recent Top 10 Watch Configuration ~ Jane Bloggs ~ About

Service 5 error Open

-

Auto Update
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Showing 14 out of 14 alerts
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What if my BGPalerter is noisy?

* Probably you are using BGPalerter for quite some time
» Update BGPalerter
» Update config.yml

» See https://github.com/nttgin/BGPalerter/blob/master/
config.yml.example

* Check “thresholdMinPeers”
« Exclude prefixes in prefixes.yml
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: connectorRIS

ris
: true
: ws://ris-live.ripe.net/vl/ws/
: true
: true
: UPDATE
false

: monitorHijack
: hijack
: basic-hijack-detection

: monitorNewPrefix

N
w

: newprefixy
: prefix—detection

] 7
: monitorPath
: path
: path-matching
L
: monitorVisibility

: visibility

: withdrawal-detection

: 20




- : monitorHijack
: hijack
: basic-hijack-detection

- : monitorNewPrefix
: newprefix
: prefix-detection

: 2
- : monitorPath
: path
: path-matching
HIL)
- : monitorVisibility

: visibility
: withdrawal-detection

: 20
- : monitorAS

: misconfiguration
: asn-monitor

- : monitorRPKI
rpki
rpki-monitor




reportFile

hijack

newprefix
visibility

path
misconfiguration
rpki

: false
: alertdata/







: 14400

: true

logs
: YYYY-MM-DD
: 1000
: 10
: 15
: false

: true




: 14400

: true

logs
: YYYY-MM-DD
: 1000
: 10
: 15
: false

: true

- : uptimeApi

: true

: null
: 8011




& > C @ localhost:8011/status

"warning": false,
"connectors": |

{

" "

name"”: "ConnectorRIS",
"connected"”: true



Supporting RPKI deployment




RPKI monitoring

« Monitor if your AS is announcing prefixes RPKI invalid or not covered by ROAs

 You can also monitor only specific prefixes

incoming-webhook APP 14:18
(J'f\b rpki

The route 194.32.71.0/24 announced by AS15562 is not RPKI valid. Accepted with AS
path: [31313,6830,2914,15562]. Valid ROA: origin ASO prefix 194.32.71.0/24 max
length 24

rpki

The route 209.24.0.0/24 announced by AS15562 is not RPKI valid. Accepted with AS
path: [31313,6830,2914,15562]. Valid ROA: origin ASO prefix 209.24.0.0/24 max
length 24
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RPKI monitoring

 Particularly useful:

« Before RPKI deployment, since it will let you “test” what announcements will
be invalid after singing the ROAs.

* During RPKI deployment, since it will let you know if any of your
announcements are invalid.

« After you deployed RPKI, in order to be sure that all future BGP
configurations will be covered by ROAs.
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- : monitorHijack
: hijack
: basic-hijack-detection

- : monitorNewPrefix
: newprefix
: prefix-detection

: 2
- : monitorPath
: path
: path-matching
HIL)
- : monitorVisibility

: visibility
: withdrawal-detection

: 20
- : monitorAS

: misconfiguration
: asn-monitor

- : monitorRPKI
rpki
rpki-monitor
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Generate your VRPs JSON file

» Using external VRPs list is quick and easy, but you are
essentially trusting somebody else writing such VRPs
correctly

* You can generate your JSON file periodically and BGPalerter
will load it
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rpki-client

» You can download rpki-client from rPki - C\i é nt P

* https://www.rpki-client.org/
* Or https://pkgs.org/search/?qg=rpki-client

* You also need jg for manipulating the JSON
* https://stedolan.github.io/ja/
* Or e.g. “apt-get install jq”, “

, "brew install jq”

* Periodically run in crontab (e.g. every 15 min)

* rpki-client - test/ && cat test/export.json | jq .roas > test/vrps.json
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: monitorHijack
: hijack
: basic-hijack-detection

: monitorNewPrefix

: newprefix
: prefix—detection

: 2
: monitorPath
: path
: path-matching
: 0
: monitorVisibility

: visibility

: withdrawal-detection

: 20
: monitorAS
: misconfiguration
: asn—monitor
: 2
: monitorRPKI
rpki

rpki-monitor

: test/vrps.jlson
: 1
: false

: true




Generate your VRPs JSON file

* You can use BGPalerter to do some tests before to deploying RPKI

* You can add in vrps.json some ROA that you plan to sign but you
didn’t yet

* You can leave it running and check if any of your announcements

are going to be RPKI invalid and/or if you organisation is able to
stick to the “signed” ROAs
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Content of vrps.json




Contribute!

e Source code on GitHub
* https://github.com/nttgin/BGPalerter
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