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LONAP

o Internet Exchange Point (IXP) in London.

« Neutral - not for profit.

« Founded in 1997.

« PoPs in many of the major London DCs.

« 220 Members.

« 350 Connected Ports (1G, 10G, 40G and 100G).

« Nearly 6Tbps of connected capacity.

« Over 500Gbps and 80 million packets per second peak.
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Monitoring at LONAP

 Alerting

e Metrics

e A “WeatherMap”
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It’s only a few switches, right ?

21x Production Peering Switches.

10x Racks, 8x Sites.

Management Switches

Access Points

Console Servers

PDUs

WDM MUX

7x VM Hosts, 80x VMs.

So far: ~150 ‘entities’, generating ~1500 ‘events’ every 30-120s

(and still work in progress and many more checks to add).




Before...

e NAGIOS!

 Relied on static (or generated) configuration.

<« C A Notsecure | /nagios/ * O O oo | 3 :

Current Network Status Host Status Totals Service Status Totals
Lest Updstec: Wed Sop 2 17:13:42 BST 2020

Logged in as david.oroft

® Home

& Documentation

Current Status

Service Status Details For All Hosts

ttempt | | [Status Information

Disk Space WARNING  02-09- zozn 17:11:15 sud 4 48m 295 30 DISK WARNING [1862880 kB (129%) free on /] [369908 kB (9
Load Avg oK 02-09-2020 17:11:32 12d8h 0m 155 13 OK - load average: 0.00, 0.00, 0.00
Mount-Home oK 0209-2020 171037 12d8h5m2s 13 DISK OK - Thome 72.53% used
RADIUS oK 0209-2020 17:40:19 7d 17h 37m0s 13 Auth OK
oK 0209-2020 171053 13 14h 26m 545 113 SSH OK - OpenSSH_6.7p1 Debian-5+debBu8 (protocol 2.0)
oK 02-09-2020 17:10:08 13d 13h 13m 275 13 NTP OK: Offset -0.001506090164 secs
- — oK 02092020 17:10:52 7d 19h 6m 495 173 Eﬁﬁﬁg‘ﬂﬁiﬁ“ﬁﬁmnﬁf °;‘5’| [369888 kB (90%) fri
oK 0209-2020 17:11:32 124 8h I 11s 13 OK - load average: 0.00, 0.01, 0.00
MountHome oK 0209-2020 171037 124 8h 4m20s 13 DISK OK - Thome 72,53% used
RADIUS oK 02-09-2020 171019 114d 4h 12m 375 13 Auth OK
SsH oK 02-09-2020 17:10:53 264 14h 32m 305 113 SSH OK - OpenSSH_6.7p1 Debian-5+deb8u8 (protocol 2.0)
Time oK 0209-2020 17:10:07 1664 7h 22m 245 113 NTP OK: Offset -0.000717277527 secs
- - Disk Space oK 02-09-2020 17:11:42 28 16h 2m 485 13 DISK OK 184060 kB (30%) free on /run] [41818388 kB (43%
FTP oK 02-09-2020 17:11:15 28 16h 3m 165 113 FTP OK - 0.011 second response time on port 21 [220 ProFT
® Availability HITR oK 0209-2020 17:10:15 284 16h 3m 185 13 HTTP OK: HTTP/1.1.200 OK - 1563 bytes in 0.015 second re
® Teonds Load Avg oK 02-09-2020 17:11:15 284 16h3m8s 13 OK-load average: 0.14, 0.11, 0.05
o Alerts oK 0209-2020 17:10:14 0d2h 28m 2% 13 SSH OK - OpenSSH_7.4p1 Debian-10+debdus (protocol 2.0
* Yooy oK 0209-2020 17:1025 284 16h 3m 8s 13 NTP OK: Offset -0.0006902217865 secs
oK 0209-2020 17:11:42 284 16h 2m 505 13 DISK OK [3595884 kB (33%) free on /] [729588 kB (30%) fre.
oK 0209-2020 17:11:14 284 16h3m21s 13 FTP OK - 0.012 second response time on port 21 [220 ProF T
oK 02-09-2020 17:10:14 28 16h 3m 21s 13 HTTP OK: HTTP/1.1.200 OK - 1537 bytes in 0.011 second re.
® Event Log oK 02-09-2020 17:11:16 284 16h3m8s 13 OK-load average: 0.47, 0.32, 0.25
oK 0209-2020 17:1335 04 0h 30m 7s 13 SSH OK - OpenSSH_6.7p1 Debian-5+deb8u8 (protocol 2.0)
System oK 0209-2020 171029 284 16h3m%s 13 NTP OK: Offset -0.0006401538849 secs
® comments ¢
o comments oK 02092020 17:11:44 28d 16h 2m 415 113 ﬁﬂ‘lrﬁ"mggéﬁﬁﬁ'&“rg mn%miﬁ:ﬂgz-ﬁf[
® Process Info oK 02-09-2020 17:11:28 2d 10h 21m 305 13 FTP OK - 0.018 second response time on port 21 [220 ProF T
& Performance Info oK 0209-2020 17:40:37 264 16h 3m 7s 13 OK - load average: 0.09, 0.07, 0.06
. uling Queue oK 0209-2020 17:11:28 1d 15h 41m 425 13 SSH OK - OpenSSH_7.4p1 Debian-10+deb9u (protocol 2.0
. oK 02-09-2020 17:11:29 284 16h 3més 13 NTP OK: Offset 0.0008775161743 secs
oK 02-09-2020 17:10:11 19d 15h 55m 325 1/3 TCP OK - 0.006 second response time on port 5060
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Lessons Learnt

« Monitor Everything.
o Alerting is Hard!
« Direct alerts to the right people.
« Alerts need correctly prioritising and classifying.
© Critical outage.
~ High priority problem.
~ Loss of redundancy.
~ Low priority warning.
o Alert earlier, rather than later.
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Lessons Learnt (2)

e Alert Floods.

Occurrences == 2.

Flapping.

Monitoring Induced Load.

Be Proactive.



Sensu

» Open source core. sensu

« Commercial version with enterprise features.
e Distributed.
» API Driven.
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Sensu

» Entities:
» Agent
e Proxy

e Flow:

Check -~ Hooks -~ Event

Handlers <« Mutators <«  Filters J
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Sensu - Check Definition

type: CheckConfig
api_version: core/v2
metadata:
name: check-https
namespace: default
spec:
command: /usr/lib/nagios/plugins/check v46 /usr/lib/nagios/plugins/check_http -H
{{ .name }} -S -u https://{{ .annotations.url | default .name }}
handlers:
- slack-twice
- pushover-ichilton
- email-ichilton
interval: 60
proxy_redquests:
entity attributes:
- (!lentity.labels.https) && entity.labels.https == 'yes'
splay: true
splay_coverage: 90
publish: true
round robin: true
subscriptions:
- sensu-proxy
timeout: 15
»o
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Sensu - Handler Definition

type: Handler
api version: core/v2
metadata:
name: slack-twice
namespace: default

spec:
command: /opt/sensu/handlers/lonap-slack-handler.rb
env_vars:
- SLACK WEBHOOK URL=https://hooks.slack.com/services/XXXXX
filters:

- 1s _incident
- not silenced
- only after two events
timeout: 30
0:0 type: pipe
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Sensu - Filter Definition

type: EventFilter
api version: core/v2
metadata:
name: only after two events
namespace: default
spec:
action: allow
expressions:
- event.check.occurrences == 2 ||
&& event.check.occurrences watermark >= 2)

(event.is resolution
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Any questions?




