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Ansible

• Ansible is agent-less 

• Uses push instead of pull 

• The controller uses SSH to control a node 

• Just copies and runs series of Python 
scripts 

• Uses the Jinja2 template engine 

• file: {{ ansible_distribution }}.conf 

• file: {{ lookup(‘pipe’, ‘uname -s’) }}.conf



Previously

Controller

Nodeget facts

ansible_os_version: {{ lookup(‘pipe’, ‘id’) }}



def _wrap_dict(v): 

    for k in v.keys(): 

        if v[k] is not None: 

            v[k] = escape_var(v[k]) 

    return v



Controller

Nodeget facts

ansible_os_version: { ‘{{ lookup(‘pipe’, ‘id’) }}’: ‘’ }

RCE



Variable precedence



Controller

Nodeget facts

ansible_os_family: debian 
nginx_vhosts { 
    template: ~/.ssh/id_rsa 
}

nginx_vhosts 
- template server.conf

nginx_vhosts 
- template ~/.ssh/id_rsa

Variable precedence



Vulnerabilities

• 6 RCE vulnerabilities 

• Most have to do with the complexity of 

(parts of) the codebase; error prone 

• Be aware that all variables can be 

overwritten by an host 

• Currently: stay away from the version 

from the Debian/Ubuntu repo









• Automation is awesome! 

• Can make your infrastructure more 

secure 

• However, all software contains 

vulnerabilities 

• Beware of the risk: separate controllers 

when needed

Conclusions



Thank you for listening

dkeuper@computest.nl


