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Ansible

Ansible is agent-less

Uses push instead of pull
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The controller uses SSH to control a node

Just copies and runs series of Python
scripts
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Uses the Jinja2 template engine

« file: {{ ansible distribution }}.conf

 file: {{ lookup(‘pipe’, ‘uname -s’) }}.conf




Previously

Node

get facts

ansible_os_version: {{ lookup(‘pipe’, ‘id’) }}

Controller



def _wrap_dict(v):
for k in v.keys():
if v[k] is not None:
v[Ik] = escape var(vI[k])

return v



RCE

get facts Node

ansible_os_version: { ‘{{ lookup(‘pipe’, ‘id’) }}’': ‘' }

Controller

@



Variable precedence

In 2.x, we have made the order of precedence mare specific (with the last listed variables winning prioritization):

e role defaults [1!

e inventory file or script group vars 2]

e inventory group_vars/all
e playbook group_vars/all
e inventory group_vars/~
e playbook group_vars/*

e inventory file or script host vars [

e inventory host_vars/*

e playbook host_vars/*

e play vars

e play vars_prompt

e play vars_files

¢ role vars (defined in role/vars/main.yml)
e block vars (only for tasks in block)
e task vars (only for the task)

e role (and include_role) params

¢ include params

e include_vars

e set_facts / registered vars
e extra vars (always win precedence)



Variable precedence

nginx_vhosts
- template séisstriimbmfa

Node

get facts

ansible_os family: debian
nginx_vhosts {
template: ~/.ssh/1d_rsa

Controller b



Vulnerabilities

- 6 RCE vulnerabilities

+ Most have to do with the complexity of
(parts of) the codebase; error prone

- Be aware that all variables can be

overwritten by an host

+ Currently: stay away from the version
from the Debian/Ubuntu repo
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CVE-2017-2295 - Puppet Server Remote Code Execution Via
YAML Deserialization

Overview

Puppet Server Remote Code Execution Via YAML Deserialization

 Posted May 11, 2017
o« Assessed Risk Level: High
« CVSS:

Versions of Puppet prior to 4.10.1 will deserialize data off the wire (from the agent to the server, in this case) with a attacker-specified format. This could be used to force YAML
deserialization in an unsafe manner, which would lead to remote code execution. This change constrains the format of data on the wire to PSON or safely decoded YAML.

This vulnerability was found by an internal audit at Puppet.

Status:

Affected Software Versions:



O This repository Search Pull requests Issues Marketplace Gist A -+~ .'

.| saltstack / salt @ Watch~ 548  Star 7754  YFork 3,598
<> Code Issues 4,402 Pull requests 53 Projects 0 Wiki Insights ~
Change key generation seq Browse files
7 0.15
‘ thatch45 committed with basepi on May 8, 2013 1 parent 43d8cl6 commit 5dd304276ba5745ec21fcle6686a0b28da2%e6fcC
Showing 1 changed file with 1 addition and 1 deletion. Unified | Split
2 Im salt/crypt.py View v
5
priv = '{@}.pem’'.format(base)

pub = '{@}.pub'.format(base)

- gen = RSA.gen_key(keysize, 1, callback=lambda x, y, z: None)
+ gen = RSA.gen_key(keysize, 65537, callback=lambda x, y, z: None)
cumask = os.umask(191)
gen.save_key(priv, None)
0s.umask(cumask)
52

58 comments on commit 5dd3042



O This repository Search Pull requests Issues Marketplace Gist A +~ .'

.| saltstack / salt ® Watch v 548 % Star 7,754  YFork 3,598
<> Code Issues 4,402 Pull requests 53 Projects 0 Wiki Insights «
tweak spacing in gen_keys() to make pylint happy Browse files
I develop (#4867) > v2017.5 .. v0.15.80
cvrebert committed on May 6, 2013 1 parent ad41@ca commit 24b898f6bf@cd319730a67057213036a4af0984f
Showing 1 changed file with 1 addition and 1 deletion. Unified = Split
2 Im salt/crypt.py View v
3
priv = '{@}.pem’'.format(base)

pub = '{@}.pub'.format(base)

- gen = RSA.gen_key(keysize, 1, callback=lambda X,y,z:None)
+ gen = RSA.gen_key(keysize, 1, callback=lambda x, y, 2z: None)
cumask = os.umask(191)
gen.save_key(priv, None)
0s.umask(cumask)
2

0 comments on commit 24b898f



Conclusions
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Automation is awesome!
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Can make your infrastructure more
secure
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However, all software contains
vulnerabilities
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Beware of the risk: separate controllers

1)

when needed




Thank you for listening



